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by such other means as may be agreed
upon between the Bank and the finan-
cial regulatory agency. The request
shall reference section 22 of the Act, 12
U.S.C. 1442, as amended, and this regu-
lation, and shall describe the confiden-
tial information requested and identify
its intended use pursuant to the Act.
The request shall be signed or other-
wise made by any duly authorized
Bank officer or employee.

§ 978.5 Storage of confidential infor-
mation.

Each Bank shall:
(a) Store all identified confidential

information in secure storage areas or
filing cabinets or other secured facili-
ties generally used by such Bank and
limit access thereto in the same man-
ner as it maintains the confidentiality
of its own members’ privileged or non-
public information;

(b) Have in place a written set of pro-
cedures and policies designed to ensure
the confidentiality of confidential in-
formation in its possession; and

(c) Establish an internal review of its
procedures for storing confidential in-
formation and maintaining its con-
fidentiality, as a part of its internal
audit process.

§ 978.6 Access to confidential informa-
tion.

Each Bank shall ensure that access
to the confidential information stored
at its facility is limited to those with
a need to know such information and
that employees with access maintain
the confidentiality of the confidential
information in accordance with the
Bank’s own procedures for maintaining
the confidentiality of its members’
privileged or non-public information.

§ 978.7 Third party requests for con-
fidential information.

(a) General. In the event a Bank re-
ceives a request for confidential infor-
mation in its possession from any third
party, the Bank shall forward such re-
quest to the financial regulatory agen-
cy from which the confidential infor-
mation was obtained.

(b) Subpoena. In the event a Bank re-
ceives a subpoena for confidential in-
formation issued by a Federal, state or
local government department, agency,

court or bureau, the Bank shall give
timely written notice of such subpoena
to the financial regulatory agency
from which the confidential informa-
tion was obtained, unless such notice is
prohibited by applicable law. Except as
limited in this part, the Bank may dis-
close confidential information pursu-
ant to the subpoena, after giving time-
ly written notice, when:

(1) The financial regulatory agency
gives written approval to the disclo-
sure; or

(2) A binding order to produce the
confidential information has become
final with all rights of appeal either ex-
hausted or lapsed.

(c) Nondisclosure to third parties. Ex-
cept as provided in paragraph (b) of
this section, a Bank shall not disclose
confidential information to any third
party. A Bank shall refer all third
party requests for such confidential in-
formation to the financial regulatory
agency that released the confidential
information to the Bank.

(d) Disclosure to Finance Board. (1)
Neither this part nor any confiden-
tiality agreement executed between a
Bank and a financial regulatory agency
shall prevent a Bank from disclosing
confidential information in its posses-
sion to the Finance Board whenever
disclosure is necessary to accomplish
the Finance Board’s supervision of
Bank membership applications or Bank
director eligibility issues, or disclosing
any confidential information in its pos-
session if such disclosure is made pur-
suant to an audit conducted pursuant
to § 978.5 or section 20 of the Act, 12
U.S.C. 1440.

(2) The Finance Board shall keep all
confidential information received
under paragraph (d) of this section in
strict confidence.

§ 978.8 Computer data.
Nothing in this part shall preclude a

Bank from arranging with any finan-
cial regulatory agency to transmit or
allow access to confidential informa-
tion with the consent of such agency
by means of an electronic computer
system. Any such arrangement shall
ensure the security of the computer-
ized data stored in a Bank’s computer
and restrict access to such data in
order to preserve confidentiality in a
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manner agreed upon by the Bank and
the financial regulatory agency.
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